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PART II: Trend in commercial IT

Mobile is eating the world

Agenda

PART I: Challenges in military networking

Interoperability and Connectivity 

PART II: Best of both worlds

How to combine the Mobile trend with the military challenges?

Practical steps taken within the NLD MoD
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Tactical Network

Current Situation: Mobile Network

Biggest Challenges: Interoperability + Always Connected + Ease of use

Part I

MILITARY RADIO 

Line-of-sight (VHF) 

Proprietary Waveform 

National Crypto 

Low Bandwidth 

Push-to-talk 

NLD BFT 

All Vehicles
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Deployed

Real-time within radio 
coverage
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Mobile Network Challenges-1

RNLA units need interoperability at all command levels

RNLA units always operate with partners (with other equipment)

PTT Voice + BFT +  Chat + Battlespace Objects

Short term solution: Radio Gateway

Interoperability

Interoperability: Additional Solutions must be fielded

Part I

Technical

Process

Data/Information

Interoperability

The challenge is interoperability at the lower tactial levels

Some RNLA units must integrate with DEU units

Long term solution: Common Waveform e.g. NBWF

Short term solution: Loaned Radio Concept

Long term solution: Loaned Radio Concept e.g. 4G
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Interoperability

Interoperability: In the real world all options co-exist together

Option 1: 

Use the same system

Option 2: 

Use a common gateway

Option 3: 

Use a proprietary gateway

Common Gateway

Tactical Data Link

MIP, NVG

FFI MFT, JDSS

FMN 

NATO FAS

Common Waveform 
(e.g. NBWF)

Common Radio
(e.g. PRC117)

Public / Private LTE

Part I

Remark:
Keep systems 
& standards 
up-to-date

Radio Gatewau
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Mobile Network Challenges-2

All RNLA units need Beyond Line-of-Sight Connectivity

BLOS is additional to VHF: HF and/or different types of Satcom

All end users need intuitive applications  

Signal Personnel: more people with better technical skills 

Military processes (e.g. change ORBAT) makes it complex

Always Connected  (Phone-like) 

Ease of use (App-like)

Always Connected: Mix of Military & Civilian Transmission Systems    

Mix of transmission bearers + Crypto + Network Device

Part I

Back-end systems are complex & Extreme robustness

Be aware of integration issues (e.g. vehicle)
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PART II: Trend in commercial IT

Mobile is eating the world

Agenda

PART I: Challenges in military networking

Interoperability and Connectivity 

PART II: Best of both worlds

How to combine the Mobile trend with the military challenges?

Practical steps taken within the NLD MoD
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Mobile is eating the world-1

Everybody has a supercomputer

Smartphone has 625x more transistors than 1995 Pentium

Everybody is connected

In 2020 80% of adults will have a smartphone

Mobile phones have scale that is unique in IT

Mobile does not really mean mobile

Any Place, Any Time people use a smartphone

+

=

Smartphone is more sophisticated than desktop

Sensors & Apps

∆

How can the military benefit from´Mobile´ in Mobile Military Networks?

Part II
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Mobile is eating the world-2

Do we understand the impact of ´Mobile´ for Mobile Military Networks?

Messaging will become the new 
Business Platform

Whats App: > 30 Bn messages/day & 
> 1.6 Bn photos/day

40 Engineers

Part II
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LTE components (simplified)

Mobile is eating the world-3

Defense

Authentication

PKI

SIM Card

IMSI ISIM

The SIM Card is Key

Part I

• Own SIM prevents SIM swap by MNO change

• Own SIM enables multiple MNO contracts, enables higher availability

• Own SIM enables Defense to act as MNO (e.g. garrison, compound)

• Own SIM enables improved security (e.g. mobile PKI) 
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Connectivity

VHF radio   

Private 3G/4G

Military Satcom

Civilian Satcom

WLAN 

Mix of military & civilian and legacy & new transmission systems  

HF radio

BLOS is additional to VHF: HF and/or different types 
of Military & Commercial Satcom

Reliable, secure (transec & comsec) transmission 
system that is easy to use for PTT voice, Blue Force 

Tracking and data

Handheld, Manpack, Vehicle, & Helicopter

UHF radio

Commercial is additional to VHF/UHF radio

Commercial gives additional opportunities.            
Do not start with the most demanding use-cases.

Public 3G/4G

Mix of legacy & new types

Mix of Satcom           
(e.g. AEHF, WGS)

Trade-off: Bandwidth 
versus Robustness  

versus Cost

Additional radio types for 
special purposes e.g. 

ground-air

+

+

Part III

Integrated 
Communications Concept

Long 
life-cycle

Short 
life-cycle

Pool Concept

Robust foundation that always works

Additional: BLOS for limited # users

Additional: Commercial technology 
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Squad 
Leader

Liaison 
Soldier

Squad 
Leader

Liaison 
Soldier

Squad 
Leader

Liaison 
Soldier

National 
Network

National 
Network

National 
Network

Mobile Federated Mission 
Interoperability Network

Interoperability

Create Common Interoperability Network: Mobile FMN

Connectivity

• Cannot mandate common radio

• Nations use different radio´s

• Solution: Loaned radio concept 

Security

• Nations use different security protections

• No Cross Domain Solution

• Interoperability network is a disconnected 
MISSION RESTRICTED network.

C2 System

• Nations use different BMS systems

• Options:

• Gateway function

• Common C2 system on Mobile FMN 

Options Loaned Radio

• Tactical Radio

• 3G/4G Cellular

• Satcom 

Part III
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In
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e
t

Communication Concept

“VPN” endpoint

Application 
servers

Part III

Home 
Base 
Link

Hub

Spoke

Satcom

Cellular

Satcom

WLAN

R
a
d
io

R
a
d
io

Short Term Solution for Connectivity & Interoperability

Sensor integration

Vehicle 
integration

Spoke

Satcom

Cellular

Voice
Chat
File Transfer
C2

Legacy 
Radio 

integration
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PART II: Trend in commercial IT

Mobile is eating the world

Agenda

PART I: Challenges in military networking

Interoperability and Connectivity 

PART II: Best of both worlds

How to combine the Mobile trend with the Military Challenges?

Practical steps taken within the NLD MoD
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Summary

In order to support all RNLA missions, the RNLA needs a mix of systems

that is affordable, secure and interoperable

Network

&

Transmission

Computing & Storage 
Platform 

(e.g. End User Device)

Application 

(e.g. Voice, BFT, Chat)

Mix of VHF/UHF radio   

Private/Public 3G/4G

Mix of Military Satcom Mix of Civilian Satcom

WLAN 

HF radio

Te
c
h
n
o
lo

g
y
 S

ta
c
k

HQ 

Vehicle

Soldier

Interoperability Standards 

Application standardization 

+

+

CIS organisation that is able to deploy and maintain all parts of the technology stack

+
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We want to use commercial technology.

Help us to solve the issues:

SWaP, frequency spectrum, security, integration in platform

&

We need an integrated communications concept                       

instead of mix of stovepipe systems

What do we need from industry?

Interoperability is key:

We need common waveforms


